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	Reason for change:
	TCP transport can enhance the chances for NAT traversal. ICE procedures are used for WebRTC and can also be used to decide whether to apply UDP or TCP transport.
For those reasons, a TCP transport option was already added for RTP based media in Rel-12. However, such an option is still missing for media types that are transported within a data channel (i.e. MSRP, BFCP and T.140).
In the "draft-ietf-rtcweb-data-channel-14", it says DTLS is mandantory becasue the transport layer is UDP, but transport over TCP is not forbidden.


Further, the stage 2 text demands that the eIMS-AGW acts as MSRP B2BUA. However, it was found in stage 3 work in TS 23.334 that MSRP can be transparently forwarded (if MSRP is used with proper extensions that are mandated for MSRP within a data channel).

Excerpt from TS 23.334

5.19.1    General

The IMS-ALG and IMS-AGW may support MSRP handling. If they support MSRP handling, they shall apply the procedures as specified in the present subclause 5.19.

For WebRTC terminations, MSRP is transferred over data channels. For WebRTC terminations the procedures in the present subclause 5.19 shall apply with the modifications described in subclause 5.19.6.

The IMS-AGW shall support application-agnostic MSRP handling.

NOTE 1:   Application-agnostic MSRP handling suffices when IETF RFC 6714 [26] or IETF draft-ietf-simple-msrp-sessmatch is supported by both ends (e.g. between Rel-8 onwards IMS UEs) and no MSRP relays are used.

5.19.6    MSRP data channels

… 

Within received SIP/SDP signalling related to a WebRTC termination MSRP contents within a data channel will be marked with the "subprotocol="MSRP"" subfield in the "a=dcmap" SDP attribute according to IETF draft-ietf-mmusic-data-channel-sdpneg [65]. The MSRP related "a=msrp-cema", "a=path", "a=accept-types" and "a=setup" SDP attributes will be encapsulated in "a=dcsa" SDP attributes according to IETF draft-ietf-mmusic-data-channel-sdpneg [65]. The "a=msrp-cema" can be present or omitted in received SIP/SDP signalling, but IETF RFC 6714 [26] is always applicable for MSRP within WebRTC data channels.

…

For terminations with MSRP within a WebRTC data channel, the IMS-ALG shall:

-     indicate a transport protocol according to subclause 5.20.2 to the eIMS-AGW; and

-     for application aware MSRP interworking:

	
	

	Summary of change:
	An option to use TCP transport for DTLS between WIC and eIMS-AGW is added.

Statements that a MSRP B2BUA is required at the eIMS-AGW are removed.

	
	

	Consequences if not approved:
	NAT traversal at restrictive NATs may fail for media within a WebRTC data channel.
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U.1.5.1
Protocol architecture for MSRP

Figure U.1.5.1-1 shows the protocol architecture for support of MSRP, when transported over the data channel, from a WebRTC IMS client (WIC).

When MSRP is transported over the data channel, the eIMS-AGW shall provide either a transport relay function from Data Channel to TCP or an MSRP B2BUA to allow interoperation with existing MSRP peer endpoints.
UDP transport of DTLS shall be supported and TCP transport of DTLS may be supported to enable traversal of UDP-blocking NATs/firewalls.
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Figure U.1.5.1-1: Protocol architecture for MSRP
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Figure U.1.5.1-2: Protocol architecture for MSRP acting as transport relay function

U.1.5.2
Protocol architecture for BFCP

Figure U.1.5.2-1 shows the protocol architecture for support of BFCP, when transported over the data channel for conference floor control, from a WebRTC IMS client (WIC).

When BFCP service is required for conference floor control and BFCP is transported over Data Channels, the eIMS-AGW shall provide a transport relay function from Data Channel to TCP to allow interoperation with existing BFCP peer endpoints.
UDP transport of DTLS shall be supported and TCP transport of DTLS may be supported to enable traversal of UDP-blocking NATs/firewalls.
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Figure U.1.5.2-1: Protocol architecture for BFCP

U.1.5.3
Protocol architecture for T.140

Figure U.1.5.3-1 shows the protocol architecture for support of T.140 from a WebRTC IMS client (WIC).

The eIMS-AGW shall provide a transport relay function from Data Channel to RTP to allow interoperation with existing T.140 peer endpoints.
UDP transport of DTLS shall be supported and TCP transport of DTLS may be supported to enable traversal of UDP-blocking NATs/firewalls.
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Figure U.1.5.3-1: Protocol architecture for T.140
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